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GREETINGS

Yoshitake Yokokura
President, Japan Medical Association
President-Elect, World Medical Association

Firstly, I am glad to inform you that | was elected as President-Elect of the World Medical Associa-
tion (WMA) at its General Assembly in Taipei in October 2016. | will be inaugurated as President
of the WMA at its General Assembly in Chicago this coming October.

The WMA was established in 1947 with the current number of member medical associations total-
ing 112. The WMA has been striving to improve global health based on its policies such as Declara-
tion of Helsinki that sets the ethical guidelines for medical research involving human subjects and
Declaration of Taipei that concerns ethical considerations on health databases and biobanks.

The Declaration of Taipei states, “Research using Health Databases and Biobanks can often signifi-
cantly accelerate the improvement in the understanding of health, diseases, and the effectiveness,
efficiency, safety and quality of preventive, diagnostic and therapeutic interventions. Health re-
search represents a common good that is in the interest of individual patients as well as the popula-
tion and the society. Physicians must consider the ethical, legal and regulatory norms and standards
for Health Database and Biobanks in their own countries as well as applicable international norms
and standards.”

In consideration of the importance of this theme at present, the Japan Medical Association has in-
vited specialists from the US, Korea, Taiwan and Japan to this conference to discuss how to cope
with the present and future challenges we are facing in the society with increasingly advanced
technology in healthcare.

As President-Elect of the WMA, | will make all-out efforts to steer the WMA to the way where its
policy documents will be most appropriately utilized to lead medicine in the world to the correct
direction. | hope that our discussion today will contribute even a little to the future activities of the
WMA.

I do hope that this conference will make a good opportunity to further deepen the discussion among
the medical communities worldwide including the WMA to lead to the solution of medical issues
focusing on the health database.
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International Conference on Current Situation and
Challenges of Health Database in Each Country
-Security, Protection of Personal Data and Utilizing of Data-

1pm-5pm, May 13th, 2017
JMA Auditorium, Tokyo, Japan

Moderator: Mari Michinaga, Executive Board Member, IMA

Opening

Welcome Address: Yoshitake Yokokura, President, Japan Medical Association
President-Elect, World Medical Association
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Hanako Jimi, Member of the House of Councilors

Keynote Address: “Current Situation regarding Health Database Utilization
and Related Legislative Systems in Japan”
Ryuichi Yamamoto
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Robert Wah
Former President, American Medical Association
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Heng-Shuen Chen
Assistant Professor, School of Medicine, National Taiwan University
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Professor, Yonsei University College of Medicine
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ABSTRACTS

Keynote Address

Current Situation regarding Health Database Utilization and
Related Legislative Systems in Japan

Ryuichi Yamamoto
Chief Director, Medical Information System Development Center
Invited Professor, Jichi Medical University

The introduction of IT systems into medical workplaces in Japan was progressive, but the uti-
lization of data has been delayed compared with other countries. However, implementation of the
national government’s new IT reform strategies of 2006 and the development of databases are pro-
gressing rapidly. The Act on the Protection of Personal Information of 2005 may have played a role
in accelerating the development of health databases in terms of handling health data and protecting
patients’ privacy, but the advancement of IT has been fast and demand for using so-called big data
is also increasing. Of course, evidence-based medicine and policy decisions are important, and us-
ing health data for the public benefit should be promoted; however, concerns about privacy in-
fringement are also on the rise.

Against this background, the Act on the Protection of Personal Information was revised in 2016,
with the revised law to be enacted at the end of May 2017. Although privacy protection was
strengthened, restrictions on secondary use of data were tightened, and the “Act for Authorized
Providers of De-identified Health Data” was enacted to promote the use of health data for the public
benefit. In this lecture, I describe the current situation regarding health data utilization in Japan and
discuss issues for the future.

Birth year: 1952, Birth place: Osaka, Japan
MD. and PhD of medical science
Specialty: Medical Informatics, Security and Privacy of health data

1972-78: Osaka Medical College

1978-80: Internship of Internal medicine at Osaka Medical College Hospital

1980-82: Dept. Internal Medicine of Panasonic Memorial Hospital

1982-85: Dept. Pathology of St. Lukes International Hospital, Tokyo

1985-95: Assistant Professor of Pathology of Osaka Medical College

1995-2003: Associate Professor of Medical Informatics, Osaka Medical College Hospital

2003-2014: Associate Professor of Interfaculty Initiative of Information Studies, Graduate School of the University of
Tokyo

2013- : Chief Director of Medical Information System Development Center (General Foundation)

2014-2016: Associate Professor of Dept. Health Management and Policy, Graduate School of the University of Tokyo
2016- Invited Professor of Jichi Medical University

2007-2010; Chair of Japan Association of Medical Informatics

2001- : Technical expert of ISO TC/215 WG4 and 5

2003- : Network security committee member of Ministry of Health, Labor and Welfare

2008-2009: Chair of evaluating committee in health field of IT reform strategy of Japanese government

2010- : Member of Health IT committee of IMA

2010- : Chair of Assessment Committee of the National Data Base of Ministry of Health, Labor and Welfare

2014- : Official advisor of Ministry of Health, Labor and Welfare

2015- : Member of Next Generation Health Infrastructure Committee of Japanese government
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Lecture 1

Improving Health with Databases and Biobanks: Promise and Pitfalls

Robert Wah
Former President, American Medical Association

With the Digital Transformation in healthcare, there is an ever increasing number of databases
and biobanks. There are many nation level projects to establish collections of health databases and
biobanks. Two programs in the United States are the Precision Medicine Initiative called “All of Us”
that will collect information, blood and fluids from 1 Million citizens and the Million Veteran Pro-
gram that will collect the same on 1 Million veterans.

At the same time, the World Medical Association updated the ethical guidelines about Health
Databases and Biobanks with the Declaration of Taipei in October 2016. The powerful information
derived from electronic health records, fluids and tissues holds great promise to improve health and
has potential pitfalls. There are powerful tools to create interoperability and analytics. With the dig-
ital transformation, there must also be industrial strength cybersecurity. Technology can now pro-
vide better information for better decisions in healthcare.

Dr. Robert Wah is DXC’s Global Chief Medical Officer and former President of the American Medical Association
(AMA). He has been lead Client Executive, run P&L, and actively engaged in M&A pursuits at CSC before it became
DXC. He served over 23 years on Active Duty in the Navy and was the Associate CIO for the Military Health System
where he led the requirements team of over 100 physicians, nurses, pharmacists and managed the portfolio of over
$900,000,000 annual spend on Health IT tools covering over 520 hospitals and clinics worldwide for 10 million pa-
tients.

At HHS, Dr Wah served as the first Deputy National Coordinator for Health IT. He set up the ONC (Office of the Na-
tional Coordinator for Health IT) and was Chief Operating Officer. Dr. Wah was vice chairman of the Navy's largest
Ob/Gyn department with over 200,000 patient visits and 4,000 annual deliveries and has served on the faculties of Har-
vard Medical School, University of California, San Diego and the Uniformed Services University of the Health Scienc-
es. Dr. Wah was elected Chair of the AMA Board of Trustees and served on the Board for 11 years. He also serves on
the Board of Directors for the McKnight Brain Research Foundation and American Telemedicine Association.

Dr. Wah did his training at National Naval Medical Center Bethesda and Harvard Medical School and holds two board
certifications. He is also a graduate of the Advanced Management Program at the Harvard Business School. Dr. Wah
currently sees patients, does surgery and trains residents and fellows at the NIH (National Institutes of Health) and Wal-
ter Reed National Military Medical Center at Bethesda, Maryland.
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Lecture 2

Personal and Private Big Data: Genomes and Health Records

Ju Han Kim
Professor, Seoul National University College of Medicine

A flood of multi-modal high throughput clinical genomic data and personal health records means
that many of the challenges in biomedical research and healthcare are now challenges in integrative
and computational sciences for their bidirectional translations. Our ability to ‘connecting the dots’
in the wealth biomedical big data will bring us the ‘big picture’ in a mass of genes, drugs, diseases,
and diagnostic, therapeutic and prognostic markers. Precision medicine attempts to determine indi-
vidual solutions based on the genomic and clinical profiles of each individual, providing opportuni-
ty to incorporate individual molecular data into patient care. While a plethora of genomic signatures
have successfully demonstrated their predictive power, they are merely statistically-significant dif-
ferences between dichotomized phenotypes that are in fact severely heterogeneous. Despite many
translational barriers, connecting the molecular world to the clinical world and vice versa will un-
doubtedly benefit human health in the near future.

Ju Han Kim, M.D., Ph.D., M.S.

Professor and the Founding Chair of the Division of Biomedical Informatics, Seoul National University College of
Medicine, Seoul 110799, Korea

Director, Systems Biomedical Informatics National Core Research Center (NCRC)

President, the Korean Society of Medical Informatics

M.D. (1988) Seoul National University College of Medicine, Seoul 110-799, Korea

Board Certification of Neuropsychiatry (1992-1996) Dept. of Neuropsychiatry, Seoul National University Hospital,
Seoul 110-744, Korea

M.S. (1995) and Ph.D. (1998) (Psychiatry, Brain Imaging) Seoul National University Graduate School of Medi-
cine, Seoul 110-799, Korea

Douglas Porter Fellow in Medical Informatics (1997-2000), Center for Clinical Computing, Beth Israel Deaconess
Medical Center, Harvard Medical School, Boston, MA 02115, U.S.A.

M.S. (2001) Biomedical Informatics, MIT (Massachusetts Institute of Technology), Cambridge, MA 02115, U.S.A.
Instructor (2000) and Assistant Professor (2001) of Bioinformatics, Children’s Hospital, Harvard Medical School,
Boston, MA 02115, U.S.A.

Associate Professor of Biomedical Informatics, Seoul National University College of Medicine, Seoul 110799, Ko-
rea

Professor and Founding Chair, Div. of Biomedical Informatics, Seoul National University College of Medicine,
Seoul 110799, Korea

President, Korean Society of Bioinformatics

Director, Board of Certified Physicians in Biomedical Informatics

13
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Lecture 3

Development of Taiwan Health Information Network and Health Cloud

Heng-Shuen Chen
Assistant Professor, School of Medicine, National Taiwan University

Taiwan launched national health insurance 1995. Since then nearly all hospitals and clinics
have computerized medical information system. Following the vigorous development of Internet
after the year 2000, the purposes of Taiwan National Health Information Network (HIN version 2.0)
were extended from original public health administration and health insurance management to de-
velopment of health information standards and promotion of electronic medical records. Thereafter
national exchange centers of electronic medical records (EMR) and medical images (EEC, IEC)
gradually established. In 2008, National Health Information Project (NHIP) launched for that citi-
zens could get their own health information and focused on infrastructure construction and the ac-
cess, sharing and privacy of personal health records (PHR). Starting from 2013, Taiwan Health
Cloud (THC) comprised of 4 subclouds of health promotion, diseases control, medical, and care
collecting health information from departments and agencies of Ministry of Health and Welfare.

In recent years, rapid aging society in Taiwan with escalated needs of long term care became a
major problem of healthcare and livelihood. Since 2016, the Ministry of Health and Welfare began
to promote the long term care 2.0 programs with the intention to build a continuum of health care
from prevention of frailty to limitation of disability and palliative hospice care mainly in home and
community rather than in institutions. To integrate medical care and long term care, a multidimen-
sional architecture of PHR content was proposed with: 1. natural history of the disease, 2. continu-
um of healthcare, 3. holistic care of bio-psycho-socio-spiritual model, 4. assisted living of food,
clothing, housing, transportation, education, and recreation.

In the future, we expect PHR cloud platform with various mobile applications for personal
self-health management and cross-professional information exchange and teamwork to provide
ubiquitous health care for everybody, anytime, and anywhere.

Dr. Heng-Shuen Chen received his medical education in 1978-1985, and family medicine residency training in
1987-1992. Since then he served as an attending physician of Family Medicine and a faculty in the Departments of
Medical Informatics and Family Medicine, College of Medicine, National Taiwan University. He also earned a Ph. D.
in Electrical Engineering in 2000 from the same university. His research interests in health information system, mobile
computing, e-learning, telemedicine and e-health, led him to several large projects funded by government. He was
leading NII telemedicine project, NII distance education projects, national health e-learning project for primary and
secondary schools, a multidisciplinary project u-HOSP (Ubiquitous Hospital) with universities, research institutes and
industry alliances of telehealth.

From 2016, Dr. Chen moved to Puli Christian Hospital and serves as director of Community Medicine department and
International Medical Affairs office. He still continues the tie with NTU College of Medicine and NTU Hospital as an
adjunct faculty.
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Lecture 4

Health Data: Its Protection and Better Uses for Public and Patients

Norio Higuchi
Professor of Law, Musashino University Faculty of Law

The significance of health data utilization—that is to say, utilization of ICT in healthcare—has
long been emphasized. In fact, there have been cases in which previously unknown serious drug
side-effects were discovered through the utilization of big data.

While the United States is currently viewed as being behind other advanced countries in terms of
healthcare quality, access to healthcare, and excessive healthcare costs, the utilization of health data
is being heralded as a trump card for resolving all of these issues.

By contrast, in Japan utilization of personal information—including healthcare data—is expected
to become even more difficult due to the enforcement of the Amendment of the Act on the Protec-
tion of Personal Information on May 30, 2017. However, on April 28 the National Diet passed the
Infrastructure for the Research and Development of the Next Generation Medicine, which focuses
on the utilization of anonymously processed personal medical information, including the details of
treatment for illnesses, as big data in R&D. How to coordinate and harmonize these two laws pre-
scribing the protection and utilization of health data—at first glance, pursuing completely opposite
directions—is an issue of great urgency. This is an issue for not only Japan, but for the entire world,
including the United States.

In this report, | will clarify the significance of utilizing health data and points that should be
heeded in doing so, as well as discuss ideal directions for the future.

1974 Graduated from The University of Tokyo Faculty of Law; Research Associate at The University of Tokyo Fac-
ulty of Law (specializing in Anglo-American law)

1978 Full-time Lecturer at the Gakushuin University Faculty of Law; subsequently appointed to the position of Asso-
ciate Professor, then Professor

1992 Professor at The University of Tokyo Graduate Schools for Law and Politics

2017 Retired from The University of Tokyo; while at The University of Tokyo, taught courses in Anglo-American law,
medical jurisprudence, and bioethics and law.

2017 Professor of Law at the Musashino University Faculty of Law
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Comment

Health Database, Are we ready to step forward?

Dong Chun Shin
Professor, Yonsei University College of Medicine

Dong Chun Shin, M.D, Ph.D

Education
* M.D., Yonsei University College of Medicine(1980)
* Ph.D., Graduate School of Public Health, Yonsei University(1989)
* V.S, Department of Environmental and Industrial Health,
School of Public Health, The University of Michigan, USA(1991-1993)
Present Position
» Professor, Department of Preventive Medicine, Yonsei University College of Medicine
» Chair, Society for Risk Analysis(SRA)-Korea Chapter
Fellow, Society for Risk Analysis(SRA)
President, Korea Society for Green Hospitals
Chair, Policy Studies Division, Korea National Academy of Science and Technology
» Council Chair, Confederation of Medical Associations in Asia and Oceania (CMAAO)
Past Experience
» Director, Department of Administration, Yonsei University Health system
+ Council and Executive Member, World Medical Association(WMA)
Awards
» 2004 A Presidential Citation for Environmental Achievement, Korea
» 2006 The Order of National Service Merit, Korea
Publications
« 164 peer reviewed articles including 45 SCI listed
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Reference

WMA DECLARATION OF TAIPEI ON ETHICAL CONSIDERATIONS
REGARDING HEALTH DATABASES AND BIOBANKS

Adopted by the 53 WMA General Assembly, Washington, DC, USA, October 2002
and revised by the 67" WMA General Assembly, Taipei, Taiwan, October 2016

PREAMBLE

1. The Declaration of Helsinki lays down ethical principles for medical research involving human
subjects, including the importance of protecting the dignity, autonomy, privacy and confidenti-
ality of research subjects, and obtaining informed consent for using identifiable human biolog-
ical material and data.

2. In health care provision, health information is gathered by physicians or other members of the
medical team to record health care events and to aid physicians in the on-going care of their pa-
tient.

3. This Declaration is intended to cover the collection, storage and use of identifiable data and bi-
ological material beyond the individual care of patients. In concordance with the Declaration of
Helsinki, it provides additional ethical principles for their use in Health Databases and Bi-
obanks.

This Declaration should be read as a whole and each of its constituent paragraphs should be
applied with consideration of all other relevant paragraphs.

4. A Health Database is a system for collecting, organizing and storing health information. A Bi-
obank is a collection of biological material and associated data. Biological material refers to a
sample obtained from an individual human being, living or deceased, which can provide bio-
logical information, including genetic information, about that individual. Health Databases and
Biobanks are both collections on individuals and population, and both give rise to the similar
concerns about dignity, autonomy, privacy, confidentiality and discrimination.

5. Research using Health Databases and Biobanks can often significantly accelerate the improve-
ment in the understanding of health, diseases, and the effectiveness, efficiency, safety and qual-
ity of preventive, diagnostic and therapeutic interventions. Health research represents a com-
mon good that is in the interest of individual patients, as well as the population and the society.

6. Physicians must consider the ethical, legal and regulatory norms and standards for Health Da-
tabase and Biobanks in their own countries as well as applicable international norms and stand-
ards. No national or international ethical, legal or regulatory requirement should reduce or
eliminate any of the protections for individuals and population set forth in this Declaration.

When authorized by a national law adopted through a democratic process in respect of human
rights, other procedures could be adopted to protect the dignity, autonomy and privacy of the
individuals. Such procedures are only acceptable when strict rules on data protection are im-
plemented.

7. Consistent with the mandate of WMA, the Declaration is addressed primarily to physicians.
The WMA encourages others who are involved in using data or biological material in Health
Databases and Biobanks to adopt these principles.
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ETHICAL PRINCIPLES

10.

11.

12.

13.

14.

15.

Research and other Health Databases and Biobanks related activities should contribute to the
benefit of society, in particular public health objectives.

Respecting the dignity, autonomy, privacy and confidentiality of individuals, physicians have
specific obligations, both ethical and legal, as stewards protecting information provided by their
patients. The rights to autonomy, privacy and confidentiality also entitle individuals to exercise
control over the use of their personal data and biological material.

Confidentiality is essential for maintaining trust and integrity in Health Databases and Bi-
obanks. Knowing that their privacy will be respected gives patients and donors the confidence
to share sensitive personal data. Their privacy is protected by the duty of confidentiality of all
who are involved in handling data and biological material.

The collection, storage and use of data and biological material from individuals capable of giv-
ing consent must be voluntary. If the data and biological material are collected for a given re-
search project, the specific, free and informed consent of the participants must be obtained in
accordance with the Declaration of Helsinki.

If the data or biological material are collected and stored in a Health Database or a Biobank for
multiple and indefinite uses, consent is only valid if the concerned individuals have been ade-
quately informed about:

e The purpose of the Health Database or Biobank;

o Therisks and burdens associated with collection, storage and use of data and material,
e The nature of the data or material to be collected:;

o The procedures for return of results including incidental findings;

e The rules of access to the Health Database or Biobank;

e How privacy is protected,;

e The governance arrangements as stipulated in paragraph 21;

o That in case the data and material are made non-identifiable the individual may not be able
to know what is done with their data/material and that they will not have the option of
withdrawing their consent;

e  Their fundamental rights and safeguards established in this Declaration; and

e When applicable, commercial use and benefit sharing, intellectual property issues and the
transfer of data or material to other institutions or third countries.

In addition to the requirements set forth in the Declaration of Helsinki, when persons who were
not able to consent, whose data and biological materials have been stored for future research,
attain or regain the capacity to consent, reasonable efforts should be made to seek the consent
of those persons for continued storage and research use of their data and biological materials.

Individuals have the right to request for and be provided with information about their data and
its use as well as to request corrections of mistakes or omissions. Health Databases and Bi-
obanks should adopt adequate measures to inform the concerned individuals about their activi-
ties.

Individuals have the right, at any time and without reprisal, to alter their consent or to ask for
their identifiable data to be withdrawn from the Health Database and their biological material to
be withdrawn from a Biobank. This applies to future use of the data and biological materials.
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16.

17.

18.

19.

In the event of a clearly identified, serious and immediate threat where anonymous data will not
suffice, the requirements for consent may be waived to protect the health of the population. An
independent ethics committee should confirm that each exceptional case is justifiable.

The interests and rights of the communities concerned, in particular when vulnerable, must be
protected, especially in terms of benefit sharing.

Special considerations should be given to the possible exploitation of intellectual property.
Protections for ownership of materials, rights and privileges must be considered and contractu-
ally defined before collecting and sharing the material. Intellectual property issues should be
addressed in a policy, which covers the rights of all stakeholders and communicated in a trans-
parent manner.

An independent ethics committee must approve the establishment of Health Databases and Bi-
obanks used for research and other purposes. In addition the ethics committee must approve use
of data and biological material and check whether the consent given at the time of collection is
sufficient for the planned use or if other measures have to be taken to protect the donor. The
committee must have the right to monitor on-going activities. Other ethical review mechanisms
that are in accordance to par 6 can be established.

GOVERNANCE

20.

In order to foster trustworthiness, Health Databases and Biobanks must be governed by internal
and external mechanisms based on the following principles:

 Protection of individuals: Governance should be designed so the rights of individuals prevail
over the interests of other stakeholders and science;

o Transparency: any relevant information on Health Databases and Biobanks must be made
available to the public;

« Participation and inclusion: Custodians of Health Databases and Biobanks must consult and
engage with individuals and their communities.

o Accountability: Custodians of Health Databases and Biobanks must be accessible and re-
sponsive to all stakeholders.

21. Governance arrangements must include the following elements:

e The purpose of the Health Database or Biobank;

o The nature of health data and biological material that will be contained in the Health Data-
base or Biobank;

« Arrangements for the length of time for which the data or material will be stored;
« Arrangements for regulations of the disposal and destruction of data or material;

« Arrangement for how the data and material will be documented and traceable in accordance
with the consent of the concerned persons;

« Arrangement for how the data and material will be dealt with in the event of change of own-
ership or closure;

« Arrangement for obtaining appropriate consent or other legal basis for data or material col-
lection;

« Arrangements for protecting dignity, autonomy, privacy and preventing discrimination;

« Criteria and procedures concerning the access to and the sharing of the health data or bio-
logical material including the systematic use of Material Transfer Agreement (MTA) when
necessary;
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22.

23.

24,

The person or persons who are responsible for the governance;

The security measures to prevent unauthorized access or inappropriate sharing;
The procedures for re-contacting participants where relevant;

The procedures for receiving and addressing enquiries and complaints.

Those professionals contributing to or working with Health Databases and Biobanks must
comply with the appropriate governance arrangements.

Health Databases and Biobanks must be operated under the responsibility of an appropriately
qualified professional assuring compliance with this Declaration.

The WMA urges relevant authorities to formulate policies and law that protect health data and
biological material on the basis of the principles set forth in this document.
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