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Health ICT in Japan

1960 1970 1980 1990 2000 2010

Paperwork supporting system

glping medical staff
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EBREMBITR T, 80 FERD O KELFbE%E F
DT, BELAEOAE(LZED VAT 4L, HA
TRA ==V M) =V AT LEDF =)
TYATLODEHLTEBD £T2, ZOEADG
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(RS54 K 2)
Brief History of Healthcare ICT in JAPAN
Medical Information System Development Center
1970s Computerized financial systems
1980s Order Entry systems of large scale hospitals
1999 Government determined requirements for paperless
EMR.
2001 "6rand Design for Healthcare ICT in Japan”
"772005 " Enforcement Personal Information Personal Act
2006 "New IT Reform Strategy”
2010 "A New Strategy in ICT"
2014 “Japan revival strategy”
2017 Enforcement of Amended Personal Information
Protection Act
2017 Act for Authorized Provider of Deidentified Health
Data (Health Infrastructure for Next Generation Act )
Copy Right: Ryuichi Yamamoto, MD, PhD, MEDIS, Tokyo, 20

Action Plan 2006 (Health field)

Medical Information System Development Center

Make New Grand Design for Healthcare ITC

MHLW announced first draft and emphasizing
constructing Japanese EHR

Common Infrastructure

Hetgl‘rhcar‘e PKI ,Secure Network, and Healthcare smart
car

ITC Based Healthcare Network
Regional and inter-regional healthcare network
Gathering nation-wide heath data and analysis.
Developing healthcare terminology and ontology
Full Online Handling of Insurance Claims

F—VATLIZANLET, 20, BEOEY,
AV E2—F—DBA->TEE LT, BEOES
WAV Ea—9—DBHBDT, IhEHL3EHE
WHEOEHLIZ T TIEZR <. BEREHERHFOYITIC
RBEIDBRVAT L, HEVIIEEZIAZHLE
LI-EEZEDDET-ODY AT L, WHh 3
Electronic Medical Record (EMR) & L T®
BIFPED LN TEE L

L2 L. EMRIZ, BiD 2 DR 3 L FEHET
ARV T 4 THEBIR0, Lo T, AW
AV " BHBEZADOCAHLTODEALTET
WBEZAT, HE Y IHEZITEATHEE A,
ZNTH, RETIIRERFERTIXIFEAL
EMR 2P A->TwE 3 L., Fi#llchi(sns sV
Zv I HBIEFEAEEMRBPASTOE T, ZThd
LIRZIEATHL EBRVWET,

COEIBEHEITHL T, T, BIFDIZS D
WARWAREEHFELCTEEZLE (RTM1K2),
1999 4RIz iE. HRFEBRWICHAIIHBE > Tz
EMR Of|HZ, 2 b fic—EH TV 7Y
M EFICREREER TS 2 LAAREA & S Aol
MPBELEREErOHEINE LTz, TNDEE, B
BITDS 7Y FTFHFA v 2ERT 2HE, &%
SERBRZBEL TER~DIT OEAZRIEL
TEDIFTTH, 2005 FEr o4 LHRAENE
fELTunxd,

2005 FEF Tl EL L E VD) EEBEEICW
ML TCavta—4%—%28AT200EkT—
< TL 7M., 2005 FELREITE AL, ITLL 72

WE2EDLSKHEHAL TWL DT —<ItED

Do2HHET,

BAIOEIE & LT, BAERREED 2005 £
ICHEFT S . 2006 T, IT HoEg (New
IT Reform Strategy) 3 2< b E L7, 2010
FFITIEH 727 IT BEE 2SO K S, 44E 2017 4E
IZix 5 H 30 H» L ANERIREE. TP
TR ESbNTHE LD, ZDWIED T
INET, AR, SBHORREIC, ERER
ZHAEA - RET 272D DH L WiEHEDE S 2 E
WLEL R,

2006 O IT FSCEEIZIC I, 31T 2ffio
TEROBERELR D O £ Lz, BEEMICMZH
HBLTukhrEvwonEde, 795V FTHA V%
DK AD Eh, HEEBAEML LS. BRIOE
FERBAETH B2~V A5 7 PKI, HPKI & M:A T
TTH, Zo50-o2boe, 5, HEAERMSDH
Do TV HENRTWBEBHOZ 2% Y
F7—=2, X7y FT—20, HBHVIENL
A TAR— A= F, GORNFETA—F Ll
BT, "NATT7DEODAY— b Ah—F%E
BEADEDIZEEL LS5 L wnwo7zZ LA,
2006 FElCIFEDBNT0ELE (RS14 K 3),
NIVAT = F R=ZIZDOWTIE, 2ENZRHRET
EHRHE2ED, TIANV—ZHR LIz ETZh%E
AW L. TETVRICESSBRRESPTET v
ANCHED K EEZHEL TS ZEDPEHEEL T
BFonhTtuni L,

2010 # iz iF i-Japan2015 232 b L 72
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National Claims and specific screening information

Data Oriented Projects in Japan database system of Japan (NDB)
ek omatanSysem DevlopmentCoer |
National Insurance Claim and Health Check-up DB (NDB) Check-up datd Claim data
i H : : : 2nd Pseudonymization and
Mid-Net Project (PMDA & MHLW) Health insu “ance claims review ar d store To NDB
KDB reimbursement service

1st Pseudonymization /
Sending data (Claim data: 1/month,

Nursing care evaluation DB
Check-up data: 1/year)

Nursing care insurance claim DB

National Cancer Registration Federation of National Health
! 411 Insurance organizations
National Clinical DB 2
1st Pseudonymization

Sending data (Claim data: 1/month,
Check-up data: 1/year) NDB is defined in “Elderly Persons’

Medical Genome Center Biobank (National Center for 6 & 6) T Health ~Care Act" for creating

1
A S Check-up data Claim data | | adequate  health care insurance
Tohoku Medical Megabank Organization Health plan policy.

Caopy Right: Ryuichi Yamamoto, MD, PhD, MEDIS, Tokyo, 2017 5 Copy Right: Ryuichi Yamamoto, MD, PhD, MEDIS, Tokyo, 2017

On demand Analysing Syste

2. THIZIEEICHEM LB T, 2<o6hT1 (R4 K 6)
A CEHERAE S > THATLEWE Lz, R

% D ':P < :E) f‘P Ci D E%'ﬂﬁ é h 7‘: 7"\\‘_ y 73_’ —I"%i:éﬁﬁ E;fr:o:%ir;;gim:%gf care and number of days for care

LTW ZENR T OOHEIZR>TWwWE L7, E'x".‘iffanff educational guidance

Prescriptions with drug code, Injections with drug code

Codes of medical procedures, Codes of Surgical Operations

Codes of laboratory, physiological and radiological mination (without results)
Codes of Imaging diagnosis

|
D D I:l l:l D D |:| D D |:| D D ;gﬁgéﬁ:hed value of Insurance claim ID, birth date and gender
N f- a % e ‘ EI 2&—( %) 2005 ﬁi N Double hashed value of Name, birth date and gender
> N .. > > > >
coWoRC DR = Health check-up data for life style related diseases
5 27)) % cl: .5 Je‘) < ,/\}I/Z .‘7‘—‘\.__ y N — x @%ﬁ%‘i}i\i@ &b Date of check-up or educational guidance

Code of Health plan

- N . Code of examination institute

LNTEVWDELAE (RAFA4 K4), National Gender and postal code I
Results of examinations and educational guidance

Level of educational guidance

Insurance Claim and Health Check-up Data— Double hashed value of Insurance claim ID, birth date and gender
Double hashed value of Name, birth date and gender
base (NDB) L &7 LEEBOLHEN | (ALY

ELTOEAFEHEDT — X=X, MID-  4fl Pseudonymization % 2 FE#& DK § Z &I
NET 1Z. BEORZED-DIIO2 bhTF—% FoT—mdb IR EVWEALZL TnET,
NR—=2T, 2ET10 O L 2 13wV -7, GIREBEFEBEDT —¥ XR—RATT, FEHED -
WPEDE L L TE 23 Ofibid, ZhidL &7 REREEZEOT—HEU T, BEAMLSINTH
RITREESTEFANTOT—F, 2F0. B TEET, ZOT—FIXR—RL. HEDOEED
BEREBAEDILTETINTVET—FR=—2% DK AR ICE T IOV T O b TVnE T,
> T, SHEAPBE->TVE T, ZNLUSCH 7% ZNTHHBA>THERENS E, ATL K6
READT = R=ZAPD2L LNTEZ LT, DES5T =B A>T0WBEHIFTT, Lt 7h
TD22F, T—=FR=ATERLINAANY FT=21k, REOFRS - 5. #HEH, . 4
2 CTFo MGC NA ANV 7 ZENEFERIA  #i. 25 0o 2Bl aERE Ny v afhsh
7 —=EALTWBENA AN 7T, H9 10 ThHhn, Z2hDADT = hBE->TwEd, b
ERERINTOE TN, ZRIEEDEDES ko LHMDDIF, EFEERED ID E->Tw3
STWEHbIFTEHY A, HRHAKREHKDHE ZL&TT, HEMEZ - BRERBIEEDT -2 b H
CHAH G 2 EEOSERIC L & 5 LW  HIWT  UkSic, AZEBRINT 2ERIERBEI v v
EONT=DDB, BILAT 4 AN - ANV TTT, 2fLSNTEHRIPATOE T, REEE L@ E2E
A4 RS ERIDO, 4. HAT—FBKRE%R  MLZEREO D 3E->TwET,
NIVATFT = R—=ZDNDB, L7 b EEER NREBAL,E WS &, —ICIHEAZ A
2 RERBEREED T — 9 28£D7bDTT, K T57—FE3»RVERRSAPNTOETDOT,



O@EFEFE® BARICHIFINIVRAT—IN—IFHDIRIR LREEEHIE

WEDL £ T b H 23 WIIBEOREMEL Tl %
RETSHZEIEIAHEETT, L., EEEED
ID PEZHEBEDID IZE>TWVWET, 2505
BTk, B2 IZEAGEE SN T 3BERTIC
7OETE, ThIBEMOMAT—%ickb T
L. 774N —OETIERZWIILTH, 12
DORERDIHIHEZ R DT TIEH D A, £
oo EBIZEZELOBEERTAN D -0, EFEICE
LWEEfo7720325E, Zhid, & Z4HTP
AEAHPHEINTHTHHEIPOERTH S LW
5 LA SN B AREEIZ L TIEH D A,

T/, AUy Y2z EI DT, BUA
DERZEV V7 TEIENTEET, 297 5L,
FEEICR VIR O BRBECEZBIENL» D £
FTDT, KL{HI>TWBAICE>TIE, ¥EAXDIE
WTIXRWEEIDE WD Z Db 3R D
HoETHS, BEIFETERVINRED, 5
IZELLENBHRTORVEVSHWELT
WX 7,

ENL BT =D oTndhEnnET
L5120 0L MEREN 2 BOMZE
HOBA>TVET, ZHIMEEOETA-TVE

B, HEDSNCH, YTV T TF—=F kb
BHOET, ZHIIIREEZED 1%, ABREEZED
10%%2% > 7TV 7T, Lrb1HHSET
DF—2ZMOHL T, ZOHTIEEICELWE
RPN TbN R WEREITE, EDED
TTTH, 2OV bDEEBHELFI—FT—
FICEEDPZATDDEREL THET,

b9 120, EATF—2+Ly b T, Ihd
KI5%DH TV 7TTH, ZboIIRAUES
EADT =2 ZENEFNY v 7 L TRET
2551 koT0Ed, ¥miild. 2oLt
FDHTH 5D LD ERD DT M 5 LIEHEIC
BICNEDT — I R— R B5DTE VD, HlZ
FREREMED DT L) RBERSIEEI LV
FE5 BT LoV THEIwRE L THRE>TVET,

HEDF -1y b, YTV TTF—5ky
. R=vw o F—%ky b, &2THEDLET, &5

TIZF 140 O Tr Y 2 7 MicRftE N T

(RSAKRT)
Usage of NDB
[[ Usage under "Elderly Person’s }] [{ Usage for other purposes ]]
Health Care Act" (without any legislation support)

T
L: alth If MHLW ‘ ‘Prefzcmml GovernmemsJ [ MCINher' bureaus of MHLW, th

\ Research Institutes
ies, local basic gover
l 1
1

Evidence based policy Rgsaqrches for I
Analysis for creating adequate | I | for improvement of making adequate
health insurance policy I | medical or other health policy
I (services
1 -
isease:
ed

. For ext Researches for
Analysis by MH To evaluate the | { ]

public good

@ health insurance |
policy of MHLW
Publication @
Analysis by

Judgment by Assessment Committee
evaluating the necessity of using NDB data
evaluating the public goodness of the survey or the rgs

Decision by
Minister of
WHEW

Prefectural
Governments

Advise to Minister of MHI

7 MD, PhD, MEDIS, Tokyo, 201
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WEBFIZDWTH, BAFEDEH T —F RXR—AT
FTOT, HHALTVWI Sty 2Lk, Tnxk
T, Nt L RREEEIRIC. I E LA,
H B IIIFFEE DAL O BIR R BUN O I3
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Japanese Sentinel Project
(Mid-net project)

Medical Information System Development Center

Based on distributed database model, with
common data set and standardized query
process model.

Common data model consists of SS-MIX and
other international standards.

SS-MIX:

Standardized Structured Medical record Information eXchange
Based on HL7 version 2.5 messages, CDA R2, and DICOM

Over 800 hospitals already implemented SS-MIX standardized
Storage system.

National Center for Geriatrics and Gerontology
Medical Genome Center Biobank

& s -
! 3 e—
e L e = vt Il LT T [ra—m—

ﬁ&ﬁﬂ _

EVEBRICT -7ty b2 HEFCRETZ L0
SffAZE DL o TWT, Bhic 8 M. EAH%
I TwET,
ZNDPOH I T DODDANLAT—FR—ZAD
MID-NET Z#HBHL 3 (RAF4 K8), Zhi
Japanese Sentinel Project L b, 7 AU H
@ FDA %3 2IE L T\ % Sentinel Project (234
ZZIITHARTHER LD DTT, — iR~
WATF=FR=RLE N, BT -5 R—=2Z,
DEDT—IR—ZAHFFKIIZNETNDOAEY T —
YETFTNICERENT: ECEBEEBEICH D £,
AEVT—FETNICEDOIRREECH BT —
FR—ZIZHL T, Fffksnizrz) — (K
xR i) SiE. 2heo, HrREEELS L
AR SRR T, ZOMBEEZELTH S
I TVl FTT, TThS, T4
HEAMZIIWE» Sl Eick>T0E T,
ZFDHOaAaEyT—FETIVELTE, HA
D JEA F71 8 DS HESEEHE 2 E oD T W B SS-MIX2
EVWIRIEERME S TnE T, FEIE, HRICE
#ELTRDHHLNTWS HL7 £ DICOM D & 5
BERN LG OMAADE T, EHELA ML —
Y (Standardized Storage system) & A T
WETH, ThEEHREICES ZEick->T, #
HOMOEDLEIIH L TENETNEZLE T,
Bz X, A2 10 HAIC T AL fEbhzn
EIHORIETH, 5ESLVRIT B E 1,000 5A
R=ADT —=FR—=RIZ Y FTDT, 1,000 /5
ATTEI0HAICTATSH 100 ASH VNS

10

bIFTIPo, ZhZNELTET, WANVAR
FOREIEAR. BIFEA IR 205 %) HR % at
T30V b THYELT, SENIS
BHLTWwET,

Mid-net 7m2¥ 7 + @, #lZ1¥ EMR O F —
FR=ZATlE, ZNZENOFEEEOHIC, LR
FL=Up2Ll bhET, ZhailyAT0%
i, B2 ID 2L T, S O ITHGHLEE,
MHAEZ LB SEICEZE T, 29
T5L, BROBEERBE» OHTE RO 7 7
ANDBHEIN, Thzathd sl Lici->T.
FNLEEACRHRRATRBICREEWS 2L
DRI TVET, HADFDA ICHNS T 3
PMDA 2Sthiyic e > GEAL TV §,

7272, Mid-Net D R pild. KERHEREDO T —
LRI ETYT, Lo T, KRELRWEPLIC
I & 5 iR, REDERE I E 0D
Nk 5 2IICBL TiE, Tl v
ZAMBD Y ET, FRMICIE. ZNEFNDOFEEEN
FZR > T, ZOEMOBENDOT — 5 %25
HDTTEBLEHICL LS50S, BRERIEHLET
M, FEELEHLTWERA,

BIAE D Mid-Net 1 KWBE XD 0 T, ALK
ke, NTT ORBefe. WA, TERE, ERK
2. ALHE, W oEE RS, ENE 0 23 EEED
Zo7ayzs MMl TwET,

D0O0ooD0ooDo
DYURLRFINAF N 7 D% LI2 0D TT A,
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Tohoku Medical Megabank Organization (ToMMo)

= -
Sirmin byt T - — [T—
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} q8e.21 &
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A ey
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AT4 K QIFRRICH 2 ELRFEHRMNTE L
S—EHALTOWBEAT A ANT ) by 5 — -
INAFNWN 7T, 10D ENA ANV 7L LT
BEEL TwET, 272, FIELSP>T05EDIFT
BR0DT, ZRIEFEPRITL S H Y EEAN,
Dz BHichzo TlEON T BN F N
T9,

ATARK 10 EHIEAT 4 AN« XHNV
DRE=LR=YVTT, EDLOLWESHEATHSE D
EVnETE, Hiaia=F1-aFk—FEuv
->T, BILKEHRD 2 I 2 =5 4 BHDLTTH,
1202323 2=2F4DHFTTEBZRITELL DA
Zi%Z LT Takr—r2BRT2E0S
HbDT, M8 HALEICAEZEZ WEZZEVWT WS
EWVWS ZETT,

HH 1 2P=EMWMARaF— P ZhEHESR
FRRICAZEZ L OND ZLEBLVDTTH, =it
Ricbr> GEHEZ T 5L 05 2K — T,
NiZ7 ANOHEEBEPBONTVWET, 4D
HEPHDETOT, At 14 HAT, fREL
THHRHETWEIhEVvnETE, THFLER
WETH, HEADFR—NLVT )L YT 7L VA
NREN%EDLHIENS ZET, BMEDHTOH
D6 2,049 ADFK =T ) LDahihi&kb o T
WEJ,

Chid. 2<ACHA, AUCHEZETESLFEL
ADBR B LV EKERTIZ, EFICEOENWY 77
LYANRFNTT, SETHARATINZPONT
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‘ "Database” includes:
| > gathering data from various
institutes

B I
._ . a
=

data

l\\s\ i > send subset to various analysts
>
'Y

ﬁ There are so many attack points!

Humpitelt oe researth instititag

M HealTh da‘rabase

> indexing or preprocessing native

Deep Freezer is so heavy and
easily locked.

It seems to be more secure than
information database

But....
Biobank is further worthful with
health database!

1 Biobank
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Personal Information Protection Act (PIPA), 2005

Medical Information System Development Center

Security Guidelines for Health Information Systems
MHLW 2005 - 2017

Medical Information System Development Center

1. Introduction
Chapter 1. General Provisions (Articles 1 to 3) 2. How to Interpret the Guidelines

Chapter 2. Responsibilities of the State and Local Public Bodies, efc. 3. Scope

(Articles 4 1o 6) 4. Responsibility for Handling Electronic Health Information
Chapter 3. Measures for the Protection of Personal Information, etc. 5. Interoperability and Standardizations

(Articles 7 to 1.4) ] | . 6. Basic Security Management of Health Information Systems
Chapter 4. Duties of Entities Handling Personal Information, etc. 7. Requirements for full digital systems

(Articles 15 to 49) ol R iljix DI
Chapter 5. Miscellaneous Provisions (Articles 50 to 55) 1 fredyinements) fon Qutsotncing of (bdfa torade
9. Scanning or Digitizing of Analog Data.

Chapter 6. Penal Provisions (Articles 56 to 59) Ll AL U
. Operation Managements

Supplementary Provisions | ] .
Appendix 1. Sample of rules for Basic Security Measurements
Appendix 2. Sample of rules for Full Digital Systems

Appendix 3. Sample of rules for Outsourcing of Data Storage
Copy Right: Ryuichi Yamamoto, MD, PhD, MEDIS, Tokyo, 201
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Security Guidelines for Health Information Systems
MHLW 2005 - 2017

Medical Information System Development Center

Chapter 6: Basic Security Management of Health Information Systems
6.1 Policy and Disclosure
6.2 Identify the Data and Risk Analysis
6.3 Organizational Security
6.4 Physical and Environmental Security
6.5 Technical Security
6.6 Human Security
6.7 Discard of Health Data
6.8 System Development and Maintenance
6.9 Taking out Information and Information Equipment
6.10 Emergency Action in Disasters or Other Incidents
6.11 Security for Information Exchange with Networks
6.12 Electronic Signature
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Three Waves of Health IT Investment
ic Health Records (EHRs) « Tools for Health Analytic:
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Ongoing Regulatory and Policy Changes
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Population-Based Analytics

7@ DXC.technology
A

cision medicine

participants w

000000000D00000000

KRENZ BT 2 BEREREMIC OV TIE, ERRIC
EZDRECIODDEBPHVELL (RSAK
1) 1 OWEER—2ADTFROBETILT., Z
D7D 300 fE R VLN L 72,

Z D%, BEEEROIRETRIZT 272035
W10 FADESLSN, B20HELTSHD
FTYUINMERICORDBDE L, 2y T =21k
ENFT Y NERVIREICR S &, 83 D,
D% ) AOir & BEPEY R— T+ OF L B
AL EL %,

BERTi & L C 2 AUIREBRE N & 2 A TT A,
TIVYNEROMAITBITDLE Y b4 PR
v REWoTT 7 uY—IZi3HE D EKDH
DERA, BIIRRH ZDIE, TYINVLEINIE
WP TELZONENWIETT, ZlIFEIICZ
IVIRHITH B ERBVET, D0, FEFICH
HigFroay—tar¥a—%%ios7T, BE

16

DTFIINERZ I T B ENTEET, 20D
Hiix, BED X OBEEICR D, Z O R
TEBEH9XETHZLETT,

“AllofUs’0000000O

KETSH (201745 H) Bash k5L L
Twa 7’y McHZATRE, ZO70Y
=7 b4, “Allof Us” (A—)L « A7 - 7 R)
METa I LTT, ZOMEEZ. TAYAHR
2Ty Yar - AT4vy (BEEE) "%
RET27-DIEENE L, 22TV BEE
BLix, AACEDLETHEEZTAT—AAT
2LVIHIEBHTT (A1 K2),

DI 32 L 7- BEDHERE & 2 S -5 8A.
WERREE~NOFREIZ N TT., L BEFICITER
CZEZEAE LR, LoL., LS N-EE
Tk, 2BOY VY TN —T, 4-o0#E%R
., SRR D320l H 5 b A=y


https://twitter.com/RobertWahMD

@FE1® FT—IR=RENAFNVINBISTRREE ¢

I FOEMEDORLETH B Hisl, birizick
TOIEL WHERBREIZZNTT, LEx252L
HTEFET, Zhid. 2BICFACHEELZL TV
POTDT Iy b PU—=bAV b (H—1
IRE) L3RR T, SR oipERMENELT
EEd, BETHEHRZAHTAILT, 6425
fERI{L D AIEE T 9

KED “All of Us” ifZt 7' v 7' 7 Lk, fERIfk
SNTREEERCmIMELT 254 T, 2h
EN é%%ﬂ@ﬁﬁumﬁkﬂa Mg & IR D
WINSIZN LR SNV AERZEDE T,
é#ﬁm®$% BHEBLT XN THEMIIIT O E
To INOOEYFENY Y TNV EZIEET S L,
100 i AN53 D BE O BB FERHS — 1 PTICEHE
IhFd, WEINLIMEY > vk, BETFS
WD S DT AMZITH) LN TEET,
PRY > Tvip ok, 1REEHE O LY 2R 2 AREHEH
DEBRPEOLN, ThODETHE,S
TFT =& R—= AN LRI ERPTRNAL & 5
IZ72>TWVWBDTY,

. ZOHE

Zhizk b, WR 100 5 A7 OIEF I FEM 7
EFRBPRONETL LY. JOIRZERT 2
T-HDERKE 2D, %< OHEBREWHFERICD
BMBHDEFBULT0ET, ThiFSETLIFE
7 K B ZREMAECRD T, O TH
RakBRIx, TREE DR D EEH 200 405 DT,
BHEDOEL ) RuhBENLHRELEEL LS5 &
SoTUTbNE L, —ADL D HPEERIEHIE
THhEZHRI1I00 FADT—9%2EH 2 LT,
ZDEWMT — & X— R %o TRICHEERE VIR
2TV, OEDDEBET TR, Do) BER
WKCOWTRRA RFEREZ2THELNTESL LSk
DET,

PREBOIREIZ T TR TPHDARRIC R D £75,
MR 100 FARSMLTH55 BT, Dk
T 7 /uy—%2EHT 0LV MEDHTE
T3, ENA VRO Z DO 2 H - T, T

REEDE S R THAEBEE T 200 %23 L
TWwL Z ez Ed,

SDEZ A, TRIFAFEWICSML., MKSR
DY NV EEREREREL TH O 0E T,
BARZEEZRZF3Z L3202 bLhERA
(RAZ14K3)s 2NEF vy 22 b£H “All of
Us” EMSNTOBHMTT, KERT XTI
DFRICEAELTHHH . AT TR
ERIARTICEHIZEZEVWHIEZTT,

ARSI IE, Y] 70 NI 72 38 2 Y] 22 F &
TRETZ2 L VI RT, A7BY 27 FHIEEIC
BERDDERDILEZWRLTCOET, BDH)
#7 % DXC Technology #:i%. WRZSMICBEH
pEMiEREL THET, ZoFHTa s by
AWEFLZS, TYYNAAXLZBELTH
RoOSMzRLTWEET, 2O7vYz2 MiE
EF IS TET,

“Million Veterans” 0 0 0O 0O O
Zo7uyes b EIZIFRABHICERI NS
“Million Veterans” GEfZE A 100 T A) 7'n
77 L (BgFF : MVP) &SRl a s T LR
HLET (RFM1K4), ZZTHEDZHY VTN
HECKMEEIRE TV ZVIEHRTTH, WHRE
725 DITBEEADHL 100 FATT, 2F 0,
100 F N BV EKEEZE 3 % 5T “All of
Us” L1380 £3, EAIRFIC L ORRAY B
B, DENZEICIILINIGENREL N TT,
Moa—r—FiEd - EHREZEFEHEONS

17



(RS540 K4)

(A1 K5)

Million Veteran Program:
A Partnership with Veterans

MVP 1s Now EnroLLING

What is the Million Veteran Program (MVP)?

MVP 5 & nattionid, volntitry pessaec) program conducteld by the Degssrines of
Virterane Atfaims, Otfico of Resstiech & Dovelapment, that coects gonedic. and heallr)
Wefrrrrution 10 el Jod 10 hew wesyy of preventing ad trastiog Minsss. MU wil

) provide a batty (nderstanding ot how panes affect health and iiness. with th goat
of nprening heafit cary for Vetorars

Who can participate?
Ady Vdoran entnliod 10 oceie CAIS M 110 VA NRSANCHN SYSIDNM curt paTcipate

How do | enroll?

Intersection of Health IT, Cloud Computing and
Cybersecurity with the Patient in the Center
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Historical perspectives
The WMA has been concerned about health data for decades.

— As early as 1973 in a “Resolution on Medical Secrecy” addressing Computers
and Confidentiality in Medicine at 27t General Assembly [GA] in Munich

— GAin Venice in 1983, short statement
— GA in Washington, DC 2002, extensive declaration

— The WMA Declaration of Taipei on Ethical Considerations regarding Health
Databases and Biobanks approved Nov 2016 by Taipei General Assembly
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The Open Health Connect Approach

What is An Application? + App Teams or data scientists
The T

only focus on the tip

s [ * “Below the water” O&M is
shared across the eco-system
[ + Data duplication is minimised

[ + Single consistent security

Open Health
Connect Platform

model
« Provides an environment for

+ Sharing of data and code
becomes the de-facto model

Platform API Data
as a Service as a Service as a Service
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The Future

Physicians, Nurses
Patient Specialist
Hospital

Payer
Lab

FDA/CDC ai
Expertise Professional
Society

Better Information for Better Health Care Decisions

QUALITY OF CARE IS IMPROVED WITH BETTER INFORMATION - SAVING LIVES AND MONEY

Patients make better decisions
about their care, their
physicians, and their health

Physicians make better
decisions for their patients

Government makes better decisions
about quality of care, biosurveillance,
utilization, integrity and transparency

D@ pxciechnology

SHOBERICE T A&, SEDPETDKIL
ZEO TR EWNWS ZETT, Z2NZEhHKILZE
E2DT. ZOTOHEST OKET) 2% 0K LUIE
LNTVET, bONMDBBELZLEEZTNWED
Z. VY —RZ 1DFRcEEDH T, KETFIZdH-
LA EREEA DO L T, KHE EDHIC
RZ550mEEHCTREL T TI0DTT A,
ARETORINIAEDEDETRETIH O £E
Ao

KETTH—DA V7 7Z2MBEL LDV, KH
ETREBO—AZFIHTE 3 & 5107 2HEd
bbb REHFEL TCWET, ZhhAt—7
VeNIVA ARy P EMINSE SRR RATT,
STVWH I Fava—F4 v AIHERICE
PITBY, §XRTH—-—ERELTiITDbNET,
P—ERLLTDT Ty b7+ —LDHb, ¥—
ERXLLTOAPI (7Y —vav:7uk
A AVI =Tz AR) EMENDDHONRH D,
FIHZ XY AT LICHAD LD —ERLEL
TOT—% DB ET,

Grand Healthcare Platform

WAL ETH. T2 2L AT EED
IR Z EPEETT, K FIZ—2DKI
ZED ., KEEIZWSDHDOEHEES LV Z
Dave T MIFEFECRVAELEEZE T, 20
RS ANVAIT OfEHEEZ L TE LERMTH 51
WEoT, ZOTRTHEKRTZDHDLIE, 34
BIIC Z DEEICY, > TNV AIT IZDOWTEEEL
TWERF—ZDOWL ODPDAT A4 FiZZDORER

22

BHLEPH LNERHADT, 3ERICTEICR S
AR BEILET AP >TWBHRANZZ
NEESTHRELTHETH, bhvbhid, BE#
® "l iz Grand Healthcare Platform (275 ~
Re~NVRTT7 - T I79 b 74—0) 2HETS
ZEitkBTLEDY (RT1K8),

DT Ty b7 -0, BEHOBEES—LE
BOET, 12ODN—=FFI747Tid7al, ¥KX
TOERZANTIOEODDRERT—F V¥
—T9, T —F3EHER DT, fESNEATIC
HWERZ LT ETH. 1 AFICTNTHREL
5LV 0TEHERA, BEDOHLIZZD
BEWMEE T — V&L, BEREICED 5D D
BRE VIR TE, 720 EHE
FlEHTZ EAHRRICARD £,

DDA B, BEH, BiEA, PR,
Wht. MHRE. EB¥S, A—h—. T, RRE.
BE, WRAE, #LVZOERT—VICERE
RELZDFIEHLAZDTEESICRDET, Z
DEIBRVATLEARIEATHE EBVET,
AZ714 R8D&BDORANZ., 77—V POLDOHAD
LoD hELeF 2 )T 4DBHEETBZEND,
W ISR 24 TETRLTnE T, Indbh
DNOHETHIDTT, "NVAT—FR=REN
4iﬂy7ﬁMbhﬁ\:®Fﬁf—wm#ﬁ’

BRbDLERD, TOLSRREELAIZL
fwi@}



@FEE1® F—IR—RENAFTNVINBIEOTRENE : BiFEEEUR

000000000000000000000
mBIc, B, BEICBI2T 2/ 0y —0%
#HEd, FOVBOEREOBERREDZDIZLIIE
WEBRZIRBT 2 LEEBoT0ET (RS5T
K9)o FAZT 27 7 B Y —WKIFE RERITT A,
ZFNENA P EDPEY bEDRY 7 AP E I H
LTIIHY EFRA, Bhica—FzEWLD, E
REZT7 TV ZE-DBLERA, ERiE LT,
T2/ Y—DOHTEEZIVRWT 72EEL
W TY, 770V —RNEECIIRWT
TERHET 272DICED & S ITELOD, L,

JORVWERREDDHICE D BWERE IR
HLETHB, £EEZTHET,

EFRICHED LD, L0 RWERSSNIT X
DROWERREEZTEHTL &S, BHE. BEhl. 17
B, XhE. 2L TH%EED. L) RWEHRYRH
NFEOROVERIER L 7, HEFICHEY 25
WA L NCRBETEZE, 20T 27/ 0y
—DRETT, ZNHRNIVATF—FR—R ENA
TR ZIZhNbNHB TV BAYITKE 71
FTd,

23



ANE Y 75—

D% NEIVANVETEE SWA
Y 7 OVESLR AR R AR R

AHD% A FIViX “Personal and Private Big
Data” T3, [/X=YV F I ] ZANIZDIZ, TOD
FT—ZICREREE ) A7 BEEL. ZHUH
W3 B RENHBDHTT, YAZOHEEIK, T
—ZWBNRN=Y FNIR BT FTAR— TSI 2D D
6T, ZOMPOFIET HHEICE S LT
RNED, BIEZSLTHRLENH D £,

LOMADERTH D7 ) LT —% DEHMNEE
BN L7288, ZOFERICT VY 7 — b CHEss
BTF—=5%MHTZY R EFEDNT V ADH
BEHWE LAY FY AT LITOWTHIA
LEd,

T4 MV [ L EERERS] LH0
FTH, bLT—%Z2db512o0Mz5%61E, %
NESPELZLDOANCHHEINTWS [F4 707
(AEHEGLE) | T, BEOREROHTHID T,
BEHINIA 70 k> THODT—% %21k
L. HHLEDE LR, Lo T, 74701
TEZDEMRY AT LIIMAZONERETT,

000000oOooooon

77 LB 2FADMEANREE T, 7 LT
—Z BTV — b TT, T CIMMOFEET
RSN ESZ, 7 a7 —2BEZILE AT
EE¥Ao 7/ LTS RAEARETLD R VD
TY o HRE=DT 7 LEHIEH 7 T-DHICH 5D

24

¥ 5 ) NG

AZ4 KA

henced my genome!

- T W —

R T e — v
W ) ———
e

-
===

b || [Eer=——. ;m-mu-n-n F
- |

.. with my twelve students _—.=__

T, ZNWZEEZB I LITTEE A,

T LT—=81F, TRTOBEFELHRLD %L
DEFRZEATOE T, FICEELADEERE
BI O T, ZNIMMEL D 5 7= DIEHTE A IZY
WEIEFEICE P2 72D TTH, 4Tl 1,000 F
WUATTE, 77 LT —%%BHEOBERISRICH
AR VEHIED D FEAPFEEIH I
HDTY,

77 LECHENT S F 2 IEFE ICEAMIiTH o 2
2011 4, RXET DY 7 LB ZENT T 5 2 &
BIROE LIz, FHEBIZ, BT 2025
RTEBX57 7 L7 —9%E LT L7z, &)
RS NI ) LEALIEE 15 fefafkTL 72
(AZA1 K1) 263 TRT TA] TL%s 2
F0. FAMTAAY ) LR T0E T, HTOD



) AP0 EDDYT ) WEFEE L 2BICHS
REATy S IF. ZNZHTDT —FRXR—RILH
WdaZETT,

b o % K % (Han Chinese in Beijing:
HCB) ® ®H ¥ ® HA A (Japanese in Tokyo:
JPT) %2813 AA Y J LD AT IC I,
ORBERDIFFEIC LIS EDNLTOET, 2D
7T —% 13, BOHEN3ITD 175 61E, BUER
ORBEEMEED 35D 1ICRO95 2 LR
LTWwEd,

CDT — %Mo DHGHR— A IHEFET 5 L

D3 H 7 24 REOENABTH B Z DD
DEF, ToLUEIPSHIONTHEY ) LT
T, THIT, BRI Z DT —% 2 XHRICERE L
9, HBEFAVDOXHRICEBE, A7 214K
HoBEEERL L THLNTVWEZORDOA, b
ALY P ra b A2 BERISHET 5D TY A,
HERFFZE T, H 7 = A4 U HIEFICS £ L REEX
a7, W7 24 VHBEEPE & HDLMmESR
YRAZHBEML2WZ EZRHBLTHET, BE
37D ZORICBEL THENLREKZ R -
TWE L7,

SRBLIENTDF Z A 2B IC > DT, FA
FHTDT ) LB ERNTT 5 L 5 REEBICEH
DTWET, FADF ) LIZEHT 2 EREWHZ B
I OEDEF VD TTR, ZHRIFEERFEHNE &
Hiz, BALLDHHD, flifidbs L TLE (A
Z4 K2), T3 FisEREsSE 10 A+ (F10) @
BHENRD 2 ZEPHOD LD F LT, BEESE S
HFRZIFMERIFEDOFERETY, F10 RZIZIFEH
IZEN T,

T2, MOFI0D 1 aE—%kbhTnsdZ
EDDODY E LT, ZOMOME FHAETEIM:IH
ETT, FAMFFI0D 1 av—%2R\WE LA,
HLMALEDR- TV, HIAIEE SR 0D
THAETE R Po72TL &5, ERRICIZ, FAICH

HEPT2H L rMESNTOEE A,

@FEE2® ANEvIT—5 45/ LhEERTIR

AZ9M K2

PharmSafe: Clinical Validation

I Individual Case Validation, Dx:

Deleterious variants that lowers Xentinel™ Score can cause =
major bleeding for patients on F10 inhibitors (ex., Xarelto®). xAReLTo ? B =
|
v'13M prescriptions in the US e —.
p P WWALIMANTY

v'1/167 has such deleterious DNA variant.

v'Low F10 score revealed both poor F10 function (67%
d ausative’ DNA variant for a founder of Cipherome Inc Fe

i

Facior

MER RO TRELRTT, Ll H 3K
BREHMERLZBEZICENTITE, TXXTO
HFEEZBE L £ U, MREERERF X, F10
PIAE S RT 100% OEREEEZ R L. REFT
L7z FI0 IXIEHEMEED 67% 2R L £ L7255
THIETHR (4BETiE 74%) kb HEL, 7m
F ey E VKM (prothrombin time: PT) 3%
Bid PT BRZ#EZ % 123 TL 7,

AR IZIT TR L0, BRREL R
LIZBWTH, FADIMKIRENE N Z L IZBHG 2
TY, TT2OHIMEMRIEEY, ZhDREKT S
L2 A, SHTIE, HimER & 0 b EEERETTE
DADETH 570, HIALD HIADHDIE
fELTwahrblnnEns ZETT, HEA
D% F. BlcEEH e tory EvEEO®E
ReTHiT 57D HigEEZRAT 208 P D
b LNERA. Lo T, HilkKEObH
PRERIIEE EDY X7 Tl &L AR
PHLNnERA,

H LI FI0 DEFEHEERETHL Y N—0 ¥
YNy (A 7HFLIVE) 7 EDHFT L W EEOHLEEE
EERRAT AL, MBI BTLEI»? A
F10 FHERZIRA$ 2 &, #EREiEME T 30 [T&T
L. WOTHRET HREEAHTE XS, &5
LWIYR27TY, ZOFIX KEXZTTI1,300
BN IN T BBEREHETT, AT
drugwatch.com IZB W T Z DHEICHT 3 uﬁ:"\%

(s

25



AZ1C4 K3

271 K4

Inhibition of FXa activity by increasing yields of Rivaroxaban
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WMA Declaration on Health DB (2016)
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WMA DECLARATION OF TAIPEI ON ETHICAL
CONSIDERATIONS REGARDING HEALTH DATABASES AND
BIOBANKS
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(RZ4 K3)

Personal Information Protection Act, 2011
in Korea

* Article 1 (Purpose)

— The purpose of this Act is to prescribe
matters concerning the management of
personal information in order to protect the
rights and interests of all citizens and further
realize the dignity and value of each
individual by protecting personal privacy, etc.
from collection, leakage, misuse and abuse
of individual information.

S ———

(254 K5)
Future prospect

* The 4% industrial revolution (Industry 4.0)

» Precision medicine initiative

Health DB Market and Commercialization

+ Reward and right for own health
information |

ETY, £ [ 25 LMBEFEAR X CHEFS N
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(RZ1K2)

CMAAO resolution for health DB (2014)

T
(RZ1K4)

Personal Information Protection Act, 2011

+ Data exportation was strlctlr limited in order to
prevent leakage of personal information

+ Data coding: resident ID number - randomized
secret code

* New randomized number should be given during
clinical trials

— Bioethics and Safety Act, revised 2013

» The same principle applies genetic research
— Institutional Review Board
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A->TED, BEEE (precision medicine)
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Risk Governance

« Safety and Security of health DB

« Privacy and Misuse of health DB

= Transparency and Accountability

 Basic System for Risk Governance
v National Medical Association Level
v National Level

v International Level
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